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Five levels of automation (Endsley and Kaber 1999)

Roles
Level of automation
Monitoring Generating Selecting Implementing
(1) Manual control Human Human Human Human
(2) Action support Human/computer Human Human Human/computer
(3) Batch processing Human/computer Human Human Computer
(4) Shared control Human/computer Human/computer Human Human/computer
(5) Dek:ision support Human/computer Human/computer Human Computer
(6) Blended decision-making Human/computer Human/computer Human/computer Computer
(7) Rigid system Human/computer Computer Human Computer
(8) Automated decision-making Human/computer Human/computer Computer Computer
(9) Supervisory Control Human/computer Computer Computer Computer
(10) Full Automation Computer Computer Computer Computer
(¥ oslouin Jg>2)
O\ | Information Technology

Level 5: Enterprise

Level 4: Site business planning and logistics

Manufacturing Zone

Level 3: Site manufacturing operations and control

Cell/Area Zone

Level 2: Area supervisory control

Level 1: Basic control

Level O: Process

Safety Zone

Purdue Model for Control Hierarchy logical framework

ke s gl yo o 1 o

N

* Enterprise domains—Levels 4 and 5

T * Concerned with securing data

* Typically managing servers,
workstations, email systems,

- databases, and applications

Operations Technology

* Plant domains—Levels 3 through 0

* Concerned with sofez and
availability of their physical and
cyber assets because disruption
could cause human harm or

or disruption to production and

processes

Typically maintaining production,

process automation, and equipment

spread throughout wide geographies

such as fransmission substations or

water-pump stations
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(Y ISs) sl pule o (yamlegil o (V4 - Parasuraman)
Acquire Analyze Decide Implement
1
.
= > b,
z AN

e

[

Fig. 4 Examples of different levels of automation ar different task stages (Parasuraman, et al. 2000)
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Technical System (machine)

Mechanization
(e.g. material handling)

Separation of functions into mechanization and compurerization (Frohm et al. 2005;
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Control system (computer)
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Computerization
(e.g. controlling the process)
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I'he Sheridan-Verplanck 10 levels of automartion (Sheridan 1980)

1. Human considers alternatives, makes and implements decision.

Lol M

decision.

© L NS o

Computer offers a set of alternatives which human may ignore in making decision.
Computer offers a restricted set of alternatives, and human decides which to implement.

Computer offers a restricted set of alternatives and suggests one, but human still makes and implements final

Computer offers a restricted set of alternatives and suggests one, which it will implement if human approve.
Computer makes decision but gives human option to veto prior to implementation.

Computer makes and implements decision, but must inform human after the fact.

Computer makes and implements decision, and informs human only if asked to.

Computer makes and implements decision, and informs human only if it feels this is warranted.

10. Computer makes and implements decision if it feels it should, and informs human only if it feels this is

warranted.
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| Data acquisition >
Planning |

Manufacturing/

10 lo Jgso

' Three levels of mechanization, adopted from (Kern and Schumann 1985)

Pre-mechanization

Manual

Line flow

Single units with manual work

Single units with mechanical control

Mechanization
Multi-functional units without manual control
Systems of units
Partly automated single units

Automation Partly automated systems

Automated manufacturing

oo loib Jgs>>

Level 4: Enterprise level
Level 3: MES level

Level 2: Operations level
Level 1: Control level

Level 1: Field level

Level O: Process level

production process
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Level2 Room B
Level2
Level 2 Level2
Application Sarvar Database Server m{gm"t
({Hot standby) {Hot standby) ——
3 3 g g .-‘;:_-;_u kaser
. S ; Printer
%Eﬂmmﬂl
l\ switch /;'
Firewall
b EAF Level 1 Room 5 EAF Pulpit Room 5 LF Pulpit Room: O ©CM Pulpit Room \
Leveht _

Rl SR o Ethemet T laser | Ethernet Laser | | Ethernet —
B =S E | we | we g
= | @

EAF L1 EAF L1 Printer = il St —— = Lo e ] it i)
Wce e Lovot Lot Lol | | L L | lew || L leen L
i i i | ien i in ien
Redundancy Redundancy RN WinGaE. I WinGCE Rt HMIfWinCT)  HMI [WinCC) Client HMI (WinCZ)  HMI [WinCC) Client
Optior)  Optian)
% VAL K J
EAF Electrode LE Electrode ooM
Regulation i PLC
\s. System
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